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Appendix 4.2 Special Terms & Conditions 
Supplementary definitions
	Term
	Definition 

	Acceptable Use Policy
	means the acceptable use policy which applies to a particular cloud service product provided under the Call-Off Contract. The Acceptable Use Policy is deemed a part of the Supplier’s General Terms & Conditions.

	CCM-CSA
	means “Cloud Controls Matrix – Cloud Security Alliance”, a cybersecurity control framework for cloud computing.

	C5
	stands for “Cloud Computing Compliance Controls Catalog”, a set of security controls and regulations developed by the German Federal Office for Information Security (BSI) that defines the baseline for cloud security.


	Customer Authorised Representative
	means a person authorised to represent the Customer in the execution of the Call-Off Contract. The Customer Authorised Representative at the Effective Date is described in the Order Form. 

	CVE
	stands for “Common Vulnerability and Exposures”, which is a publicly available database of known cybersecurity vulnerabilities, each assigned a unique identifier for tracking.

	CVSS
	stands for “Common Vulnerability Scoring System”, which is a standardized method for assessing the severity of security vulnerabilities based on factors such as exploitability and impact.

	CWE/SANS Top 25
	“”Common Weakness Enumeration” / SANSTop 25 represent a listing of the 25 most common and impactful software weaknesses.The list is updated annualy.

	Data Subjects
	shall have the meaning defined under GDPR Art. 4

	FedRAMP
	means “The Federal Risk and Authorization Management Program”. As defined by the U.S. General Services Administration, it is “a government-wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services.”

	IETF RFC 7643
	means Internet Engineering Task Force Request for Comment 7643 System for Cross-domain Identity Management, focusing on cloud-based applications and services.

	Minimum Commitment
	shall have the meaning ascribed to such term in clause 4.4 of Appendix 2 (Charges),

	Open Source Software
	means software licensed under a freeware, shareware or any similar 
free or open-source software license.

	OWASP ASVS
	stands for “Open Worldwide Application Security Verification Standard Project”, an international non-profit organization dedicated to improving the security of software.

	Personal Data
	shall have the meaning as defined under GDPR Art. 4

	SCIM 2.0
	means “System for Cross-domain Identity Management 2.0”

	Security incident
	means the same as defined in the EU NIS2 directive: “an event compromising the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services offered by, or accessible via, network and information systems.”

	Services
	means the services delivered under this Framework Agreement, including the Platform.

	Service Level Agreement
	means the Supplier’s relevant service level terms and conditions which apply to a particular cloud service product provided as part of the Services under this Contract.

	Service Request
	means a request for additional services submitted by or on behalf of the Customer. 

	Service Terms
	means the relevant part of Supplier Standard Terms & Conditions, which apply to a particular cloud service product provided under the Call-Off Contract.

	SOC2 Type 2
	means “Service Organisation Control 2 Type 2”, an auditing procedure that ensures and documents that a service provider securely manages data to protect the interests of the organization and the privacy of its clients.

	Supplier Authorised Representative
	means a person authorised to represent the Supplier in the execution of the Call-Off Contract. The Supplier Authorised Representative at the Effective Date is described in the Order Form,

	Third Party Software
	means any application, component or software not incorporated in the Services and provided by a third party under direct license terms.


Section A: Specialterms
Introduction
The Supplier shall while performing under the Call-Off Contract comply with all requirements set out in this Appendix 4.2 (Special Terms & Conditions).  Appendix 4.2 (Special Terms & Conditions) supplements Appendix 4.1 (General terms & Conditions). 
The Services
The Supplier shall provide the Services under the Call-Off Contract at least in accordance with;
a) best industry practice and with high professionalism; 
b) all relevant practices and standards for delivering services that are identical or similar to the Services; and
c) any applicable service levels.
The Supplier shall ensure and document upon Customer’s request that the personnel performing Professional Services:
d) possess the required formal education, expertise and experience required to perform the tasks they have been allocated to.
e) have received and will maintain necessary and relevant knowledge of the Customer, its business, products, processes, applications, systems and relevant Laws.
f) have received sufficient instructions as to the contents of the Call-Off Contract, the Services and the service levels associated therewith; and
g) possess required and appropriate language skills.  
[bookmark: _Ref145501929]Service Requests
The Customer may throughout the Call-Off Contract term order additions to their licenses, as set out in Appendix 2 (Charges) (“Service Requests”). Service Requests shall be responded to as soon as possible and will take effect immediately from the time of activation. 
Service Requests can only be submitted by an authorised representative of the Customer.
The Customer is entitled to exercise any flexibility as provided for in the Call-Off Contract and as otherwise offered by the Supplier as an enhanced flexibility relating to the Service in question, including rights to increase / decrease the volume of Services, make changes to type and quantity of Services etc. 
[bookmark: _Ref145443550]Modification and changes to the Services
[bookmark: _Ref145441308]General
Any changes to the Services are subject to written agreement between the Parties in accordance with clause 10.1 a) of Appendix 4.1 (General Terms & Conditions) except as provided for in clause 2.3 above and this clause 3.
The Supplier shall continuously improve and develop the Services, and grant Customer access to new functionality throughout the Call-Off Contract.
Log of modifications
Full details of all changes, updates and modification to the Services (“Service Modification”) shall be maintained in a log that is available for review by Customer. 
[bookmark: _Ref148478448][bookmark: _Ref145502221]Modification and changes without prior written notice
[bookmark: _Ref148478663]The Supplier is not required to provide prior written notice of Service Modifications in accordance with clause 3.4 where the Service Modification enhance functionality, security or performance provided that:
h) the modification does not remove or diminish any part of the Service utilised by any Customer e.g., a reduction of functionality and/or service, and/or loss of compatibility with any third-party supported operating systems used by the Customer; and
i) applies on a uniform basis to all the Supplier’s customers in respect of the affected Services.
[bookmark: _Ref148478668]The Supplier is not required to provide prior written notice of Service Modifications in accordance with clause 3.4 where Service Modifications are reasonably necessary to:
j) comply with Law and such requirement to comply is imminent and was reasonably unforeseen by the Supplier in the circumstances; or
k) maintain the security of the Supplier’s technology infrastructure
(in each case an “Urgent Service Modification”). If the Urgent Service Modification entails changes that the Supplier should have notified pursuant to clause 3.4 prior to performing the modification, the Supplier shall as soon as is reasonably possible provide the Customer Authorised Representative a written notice of the date on which such Urgent Service Modification was made, including a brief summary with details, and such information as set out in clause3.4.4.
If the Customer becomes aware of a service modification performed without prior written notice, that, in the Customer’s opinion, should have been notified in accordance with clause 3.4 prior to performing the modification, clause 3.4.5 and 3.4.6 apply mutatis mutandis from the time the Customer was made aware of the Service Modification.
[bookmark: _Ref165458322][bookmark: _Ref145441654][bookmark: _Ref145514028]Modifications and changes with prior written notice
The Supplier shall notify the Customer in writing as soon as possible prior to any Service Modification taking effect provided that:
l) The Service Modification requires the Customer to modify their usage of the Services, including, but not limited to, configuration, set-up, integration, or the Service Modification discontinues, removes, reduces or diminishes the Services; and
m) applies on a uniform basis to all the Supplier’s customers in respect of the affected Services.
For discontinuation of (part of the) Services, the Supplier shall notify as soon as possible, and no later than 6 (six) months prior to the Service Modification taking effect.
For other Service Modification with a notification obligation, the Supplier shall notify as soon as possible, and no later than 90 days prior to the Service Modification taking effect.
[bookmark: _Ref165458588]The Notification shall include information setting out in full and in a clear manner the Service Modification, or a hyperlink directly to a URL where information about the Service Modification, consequences and effective date is set out in a clear manner.
[bookmark: _Ref165458624]The Customer may object to the proposed modification or update by notifying the Supplier within 45 days in which case the Parties shall immediately, acting reasonably, attempt to resolve the Customer’s objection. If the Parties are not able to agree on a solution satisfactory for the Customer within 30 days before the planned effective date of the proposed modification or update, the matter shall be escalated to DFØ for further good faith negotiations.
[bookmark: _Ref165458629]If the Parties are not able to agree on the Service Modification under clause 3.4.5. above, and the Supplier anyhow makes the change effective on the Services, the Customer shall have the right to:
n) terminate the Call-Off Contract, or relevant Services under a Call-Off Contract, with immediate effect and without any liability provided the Service Modification entails a discontinuation of a Service useful to the Customer, or the Service Modification significantly (in the reasonable opinion of the Customer) reduces the Customer’s benefit of the usage of the Services.
Application programming interfaces (APIs)
[bookmark: _Ref149570881]In the event a proposed modification or update related to an API affects the Customers usage of the API:
o) The Supplier shall notify the Customer in writing at least 30 days prior to the planned effective date of such modification or update; and
p) the previous API shall continue to be made available for use by the Customer for a period of at least 90 days following the modification or update to the API.
Any modification, update or change to an API that is already in use by the Customer shall be made available to the Customer free of charge. This includes where the Supplier implements a new API as a substitute for a previous API. 
Clause 3.5.1 does not apply to security patching of APIs performed in accordance with clauses 16.2.
Acceptable Use Policy
The applicable Acceptable Use Policy shall be set out in Appendix 4.5 (Supplier Standard Terms & Conditions). 
Service Terms
The applicable Service Terms that apply to the Call-Off Contract shall be set out Appendix 4.5 (Supplier Standard Terms & Conditions).
Third-Party Software
The Supplier shall ensure assurance of license compliance with all Third-Party Software vendors used as part of the service, as well as compliance with information security requirements, cf. clause 14.514.5 and the requirements to Data Protection set out in clause 21. 
Open Source
The Supplier shall ensure assurance of license compliance with all Open Source Software and data sources used as part of the service, as well as compliance with information security requirements, cf. clause 14.514.5 and the requirements to Data Protection set out in clause 21.
The Supplier shall inform if there are certain limitations or consequences for the Customer regarding the use of the Services due to the usage of Open Source Software. 
Hyperlinks
[bookmark: _Hlk199491024]The Supplier may use hyperlinks as a reference to the Supplier Terms and Conditions but a fixed document version (e.g. in a PDF format) must be included in the Framework Agreement to document then applicable version on the Effective Date. The fixed document version must include all parts of the terms and conditions to be included under the Framework Agreement. Terms and conditions accessible through hyperlinks contained in the provided fixed document version will not form part of the Framework Agreement (or any Call-off Contract), i.e. such terms and conditions must themselves be provided as part of the fixed document version if they are to be included as part of the Framework Agreement. Each hyperlink shall be directly to a URL setting out in full and in a clear and transparent manner applicable terms and conditions. The Supplier shall make clear towards the Customer if their terms and conditions consist of several documents referenced to by several hyperlinks and URLs. Unless specifically expressed by the Supplier when providing a document or hyperlink to a URL, hyperlinks which are themselves contained in the provided document or in terms and conditions accessed via the hyperlink shall not be considered part of or incorporated into the Call-of Contract and any terms and conditions contained in or accessible through such hyperlinks shall not bind the Customer. Accordingly, the Supplier must provide any such additional hyperlinks in addition to and together with the initially provided hyperlink for them to be part of any Call-of Contract. Hyperlinks contained in other parts of the Supplier's offer, e.g. in answers to requirements in Appendix 1 and this Appendix 4.2, shall not be binding upon the Customer (this includes, e.g., instances where the information accessible through such hyperlinks contains terms and conditions which are not included as part of the Supplier Terms and Conditions or descriptions of transfers of personal data), but the Supplier is bound by any descriptions of factual circumstances described in the information accessible through such hyperlinks (e.g. descriptions of implemented security measures or functionality of the Services).  
The Supplier shall offer a list of all relevant Hyperlinks, as well as a introduction guide as to the relevant documents and where to find the necessary information applicable for the Customer. 
If the Supplier Terms & Conditions includes a right for the Supplier to make changes to the Supplier Terms & Conditions, e.g. by posting a new version on a relevant URL, any such changes shall only apply to the Call-of Contract to the extent the changes are solely for the benefit of the Customer (as discretionarily decided by the Customer). Other changes must be agreed as set out in Appendix 4.1 (General Terms & Conditions)
Charges and Invoicing
Charges
The Charges are regulated in the Framework Agreement’s Appendix 2 (Charges).
Invoicing
The Supplier shall invoice the Customer in accordance with the Order Form. The invoices shall be specified and documented in order for the Customer to easily check whether the invoice conforms to the agreed consideration. Disbursements shall be specified separately.
The Supplier shall use electronic invoices in an approved standard format in accordance with regulations of 2 April 2019 on electronic invoices in public procurement. The Supplier shall bear any costs associated with electronic invoicing.
In the event of non-payment in whole or part of any sum due by either Party to the other under the Call-Off Contract within 30 (thirty) days of the due date for payment thereof, the Party to whom the payment is due shall be entitled to charge interest on the outstanding sum unpaid from the due date until the actual date of payment (as well after as before decree or judgment) pursuant to the Norwegian Late Payments Interest Act.
If there’s an invoice dispute, the Customer must pay any undisputed amount and return the invoice within 30 (thirty) days of the invoice date. The Customer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Customer within 10 (ten) days of receipt of the returned invoice if it accepts the amendments. If it does, then the Supplier shall provide a replacement valid invoice with the response.
The payment of any amount pursuant to an invoice shall not prevent the Customer raising a dispute in respect of that amount and shall not in itself constitute acceptance by the Customer as to the performance by the Supplier of any of its obligations under the Call-Off Contract.
Customer’s right to setoff
The Customer may set off any amount owed to it by the Supplier (irrespective of whether the amounted relates to the respective Call-Off Contract) against any amount due to the Supplier. 
The Supplier has no right to make setoff against any amount due to the Customer.
Service level agreement
For each service product provided, the Supplier’s relevant service level terms and conditions shall apply to the Services. Breach of applicable service level shall be compensated in accordance with the Supplier’s Service Level Agreement with an increase of 20 %. 
The following failures to the Service Level Agreement shall constitute a material breach entitling the Customer to terminate the applicable Call-Off Contract for cause:
q) 1 (one) failure to the service level, where the service level is below 90 % through the calculation period;
r) a) 2 (two) consecutive failures; or
s) 3 (three) failures to the same service level in any rolling 6 (six) month period
The applicable Service Level Agreement shall be included or referred to in Appendix 4.5 (Supplier Terms & Conditions) in sufficient details so that the Customer can easily understand when service credits will accrue. 
The Supplier shall as soon as possible notify the Customer if the Services do not perform or are likely not to perform in accordance with the applicable service level.
The fee for breach of the service level shall automatically be made available for the Customer the following month, without the need for the Customer to submit a claim for such breach. The Service Credits shall be reimbursed to the Customer as soon as possible or may be set off against accrued Charges.
Any fee, service credit or similar for failure to meet a service level is an adjustment of the relevant Charges and is not an estimate of the loss or damage that may be suffered by the Customer as a result of the Supplier's failure to meet service levels and is without prejudice to any other rights or remedies of the Customer arising from the Supplier's failure to meet any service level.  
Termination for convenience
[bookmark: _Ref145160455]In addition to the termination rights under the Supplier Terms & Conditions or as otherwise offered by Supplier in general, the Customer may terminate any Call-Off Contract fully or partially (including 1 (one) or several individual Services or parts of individual Services) for convenience with 30 days’ notice without any termination fee or other compensation to the Supplier.
[bookmark: _Ref145264744]In addition, the Customer may terminate any Call-Off Contract fully or partially without additional liability for any Parties and with immediate effect:
t) if the Supplier becomes or is, in the reasonable opinion of the Customer, likely to become subject to a Change of Control situation if, in the reasonable opinion of the Customer, such Change of Control situation has (or shall have) a material adverse effect on the suitability and capacity of the Supplier following such Change of Control to fulfil its obligations under the Call-Off Contract or for a specific Service under the Call-Off Contract (such assessment of suitability to include, without limitation, consideration of the financial standing, nationality/origin, internal safety considerations and historic ethical behaviour);
u) if the Customer, in its reasonable opinion, considers the purchase or use of the Service to be in breach of applicable Laws;
v) the Framework Agreement is terminated before expiry, for any reason;
w) if the Customer becomes subject to the Norwegian Security Act or similar legislation; or
x) if a competent governmental body recommends termination based on consideration relating to the Norwegian Security Act or similar legislation. 
Customer’s right to terminate for convenience shall be without prejudice to any other rights or remedies of the Customer. If Customer terminates for cause, and the termination is later proved unjustified, Customers maximum liability for damage shall not be higher than as if Customer had exercised its right to terminate for convenience.  
The Supplier will refund any pre-paid Charges for the Services proportionally for the period after the effective date of termination ifthe Customer exercises its right to terminate for convenience. 
EXIT
In the event of expiry or termination of the Call-Off Contract, for any reason, the Supplier shall retain the Customer Data and allow the Customer to extract the Customer Data for a period of 30 days following expiry or termination. The Supplier shall be entitled to a reasonable charge for continuing to provide the Customer with access to the Services for this purpose during the relevant period.
The Supplier shall enable the orderly and efficient migration of Customer Data to the Customer and/or the replacement supplier. Upon request of the Customer, this shall also include: 
y) providing the Customer and/or the replacement contractor with all necessary information; and
z) cooperate with the Customer and/or the replacement contractor with the transfer of all Customer Data. 
Except in circumstances where the Call-Off Contract is terminated pursuant to clause 12.2.1 of Appendix 4.1 (General Terms & Conditions), the Supplier may request a reasonable fee for providing exit services which cannot be higher than a fee on a time & material basis based on Supplier's standard rates (or, if lower, any agreed hourly rates forming a part of the Charges).
The Supplier shall ensure that all Customer Data will be deleted following termination and the completion of the exit, and provide a written declaration of such deletion, including a specification of the method of destruction to the Customer upon request.
Documentation
Documentation referred to in  the Call-off Contract shall be made available to the Customer free of charge upon request.  
Section B: Basic Information security requirements and Data Protection
[bookmark: _Hlk199490454]The Supplier's answers to each of the requirements below are set out in Attachment 4.2.2 (Supplier's answers to Security and Data Protection Requirements). To the extent the Supplier has answered "Yes" to a requirement, the requirement applies fully. To the extent the Supplier has answered "No" to a requirement, the requirements does not apply. To the extent the Supplier has answered "Partially" to a requirement, the requirement will apply except such part of the requirement which the Supplier has explicitly described that it will/ does not comply with. 
Security Governance
Compliance with standards and frameworks
The Supplier shall achieve and maintain information security and data protection compliance in accordance with;
a) ISO 27001:2022, NIST Cybersecurity Framework or other substantially equivalent standard(s) for information security management and any updates to such standards;

b) cloud specific frameworks, such as ISO 27017, CCM-CSA, C5 and FedRAMP.
Information security management system 
The Supplier shall establish and maintain an effective information security management system that addresses all information security risks, including both external threats and insider risks. The Services shall comply with requirements set forth in ISO 27001:2022 or equivalent standards. 
Upon request by the Customer, the Supplier shall provide documentation that verifies independent assurance of the Supplier’s information security management system through ISO 27001:2022 certifications, SOC2 Type 2 reports, C5, FedRAMP or equivalent evidence. The Supplier shall maintain the assurance at an equivalent or higher level throughout the duration of the Call-Off Contract. 
Security audit and security testing obligations 
The Supplier shall ensure the security of the Service(s) through regular external and internal security audits and security testing. Upon request by the Customer, the Supplier shall provide specifications of the type of testing performed, including which business processes are in scope for the testing requirements, e.g., change management and release management, and the frequency of such testing.
The Supplier shall address any issues identified in a security audit or security testing that are relevant to the Service(s) without undue delay and provide the Customer with the copy of the security audit or testing report upon request.  
Access to security documents
The Supplier shall upon request make available to the Customer security policies and related security documents necessary to demonstrate compliance with the obligations laid down in the Call-Off Contract. 
[bookmark: _Ref150212135]Third party security management
The Supplier shall ensure that third parties (e.g., vendors, services, Subcontractors, and software providers) used in providing the Services to the Customer under the Call-Off Contract meet the security requirements set out in this Framework Agreement and the Call-Off Contract. 
The Supplier shall notify the Customer in advance of any planned changes to the ownership or operation of the data centres or infrastructure used to deliver the Services. Such notice shall include the identity of the new third-party owner or operator, if applicable, and any potential impact on the provision of the Services.
Cooperation regarding information security 
The Supplier shall appoint an information security responsible under the Call-Off Contract as a counterpart to the Customer, who is responsible for strategic security meetings, reporting, and management of material risks, incidents, and vulnerabilities. The Customer shall be entitled to escalate any issues to the responsible at executive level or DFØ. 
Both Parties can summon a meeting with 7 (seven) days' written notice. 
Incident and vulnerability management
Security Incident management and threat intelligence 
The Supplier shall establish and maintain processes for Security Incident management and threat intelligence. This includes to actively detect, identify and respond to threats and Security Incidents, including those arising from third parties or third-party components in the Service(s).
In the event of a serious Security Incident relating to the Services in general or affecting the Call-Off Contract, the Supplier shall immediately report in writing directly to the Customer, and no later than an initial warning within 24 hours and a report of the incident within 72 hours. The report shall include information about the systems, services and information affected, along with an assessment of the impact on the Customer and a remediation plan.  

In the event of a serious Security Incident, the Supplier shall cooperate with relevant vendors of the Customer, such as ICT outsourcing partners, cloud vendors and managed security services providers appointed by the Customer, to ensure the operational information security of the Customer's systems.
The Supplier shall maintain and on request from the Customer provide access to a security log of all incidents concerning Customer Data, including log data and relevant indicators of compromise, for Customer incident analysis and digital forensic purposes. 
The Supplier shall perform threat intelligence and continuously, or at least daily, update indicators of compromise (IoCs) and malware definitions.
The Supplier shall, while performing under the Call-Off Contract, ensure that all software and storage media used in the performance of the Service(s) is free of any malicious software.
[bookmark: _Ref149570981]Vulnerability management
The Supplier shall establish and maintain processes for managing vulnerabilities in the Services. This includes performing security patching and implementing other compensating measures according to defined service level agreements. 
The Supplier shall monitor third-party vulnerability notifications and other relevant security vulnerability advisories.
Each vulnerability identified in the Service(s) shall be assigned a unique Common Vulnerability and Exposures (“CVE”) identifier and a Common Vulnerability Scoring System (“CVSS”) score. The Supplier shall maintain a record of all identified vulnerabilities.
The Supplier shall notify the Customer without undue delay of any vulnerabilities identified in the Services with a CVSS score of 9.0 to 10.0 (Critical) or 7.0 to 8.9 (High). The notification shall include information about the systems and information affected, along with an assessment of the impact on the Customer, and a remediation plan. The Supplier shall provide necessary support and information to the Customer and take appropriate actions to manage and mitigate risks associated with such vulnerabilities.
Suspension of service due to Security Incidents or vulnerability
In the event of a serious Security Incident or vulnerability in the Services, the Supplier shall offer to suspend the Services until the situation has been resolved or the Supplier has remedied the issue to the Customer's satisfaction. The Supplier shall assist the Customer with suspending the Services upon request. 
Penetration testing rights
The Customer under the Call-Off Contract, shall, by itself or by use of a third party, have the right to perform penetration testing of the Services according to reasonable procedures and routines defined and maintained by the Supplier (provided that the procedures and routines must allow penetration testing), to identify and analyse any potential security vulnerabilities and risks. 
Access control and Customer data
Security access management
The Supplier shall implement and maintain strict access control policies and procedures to ensure that only identified and authorised personnel have access to the Service(s) and their management system. The policies must, at minimum, address privileged access management, password management, authentication, authorisation, provisioning, and revocation of terminated users, separation of duties, approval workflows, and just-enough and just-in-time administration. 
The Supplier shall conduct regular access review to ensure compliance with the established access control policies and procedures. 
Flexible and fine-grained identity and access management
The Supplier shall provide the Customer with flexible and fine-grained mechanisms for identity and access management. This includes facilitating integration with the Customer's existing identity and access management systems, such as user directories.
The Supplier shall support relevant standards such as SCIM 2.0 or IETF RFC 7643 for cross-domain identity management.
Secure remote access
The Supplier shall ensure that any remote access to the Service(s) is secured with strong encryption and authentication measures in accordance with best industry practices, and that security gateways (enabling security policy enforcement, security monitoring, etc.) are used to control access between the Internet and the Supplier’s Service(s).
Separation of Customer Data
The Supplier shall keep all Customer Data logically separate from the data of any third parties in order to eliminate the risk of compromising data and/or unauthorised access to data. Logically separate means the implementation and maintenance of necessary and technical measures to secure data against undesired change or access. Undesired changes or access shall include access by the Supplier's personnel or others who do not need access to the information in their work for Customer.
Encryption of Customer Data
The Supplier shall ensure protection of Customer Data in transit and at rest, both internally within the Service(s) and for inbound/outbound traffic, including web access, APIs and administrative accesses. 
To achieve this protection, the Supplier shall implement measures such as state of the art encryption in transit, encryption at rest and strong authentication. 
The Supplier shall support new available technologies regarding encryption and protection of Customer Data.
Logging of access to Customer Data
The Supplier shall maintain logs of all access to Customer Data by its own employees and any third parties and shall make such logs available to the Customer upon request. 
The Parties shall agree on a retention period for the access logs under the Call-Off Contract, taking into account applicable Laws and regulations, as well as any recommendations from Norwegian national security and information security authorities.
Notification of relocation of Customer Data
The Supplier shall notify the Customer in writing in advance of any planned relocation or transfer of Customer Data, including backups, to a new data centre or any other location. 
Change management and security by design
Change management
The Supplier shall establish and maintain strict procedures for technology change management and deviation handling in the Service(s). 
The Supplier must provide advance notice to the Customer of any changes to the Service(s) that may negatively impact information security with sufficient time for the Customer to object.
Security by design
The Supplier shall implement and adhere to security by design principles in the provision of the Service(s) and ensure that software hardening best practices are implemented with secure configuration set as default. 
The Supplier shall conduct testing to ensure that the Service(s) maintain a high level of integrity and quality, with no backdoors or known vulnerabilities. 
The Supplier shall follow relevant industry standards and best practices to ensure security by design, such as CIS (https://www.cisecurity.org/), CWE/SANS Top 25 (http://cwe.mitre.org), OWASP Top 10 (http://www.owasp.org), and OWASP ASVS (https://owasp.org/www-project-application-security-verification-standard/).
Business continuity
Business continuity and disaster recovery
The Supplier shall establish and maintain business continuity and disaster recovery plans that adhere to best industry standards, such as ISO 22313. The plans shall include measures to prevent or mitigate the impact of various types of disasters or disruptions, including but not limited to ransomware attacks, a distributed denial-of-service attack (“DDoS Attacks”), advanced persistent threats (“APT”) attacks, unavailability of external IT resources or other external authentication sources, sabotage, fire, and natural catastrophes. The Supplier shall regularly test and rehearse these plans to ensure their effectiveness in the event of a disaster or disruption.
The Supplier shall implement and maintain capacity management measures to ensure stable operations in both normal and disaster recovery situations.
Backup and restore of the Supplier’s system
The Supplier shall conduct regular backups, including offline backups, and restore testing to ensure the integrity and availability of its systems.
Physical and personNel security
Physical security
The Supplier shall implement and maintain appropriate physical security measures for its data centres, cloud infrastructure, operations environments (including remote operations), and any equipment installed on Customer premises, in accordance with relevant international standards and the Supplier's own policies. 
The Supplier shall conduct annual audits of its physical security measures by an independent, qualified auditor certified to evaluate compliance with applicable standards and policies.
Personnel security
The Supplier shall ensure that all personnel involved in the delivery of the Service(s), including personnel of any Subcontractors and third parties, have committed themselves to confidentiality, receive appropriate training and maintain necessary expertise on security matters. This shall include training on applicable security rules, regulations and standards, including Customer-specific security rules where applicable.
The Supplier shall establish and maintain procedures for personnel security, including screening and background checks, to ensure that all personnel have the appropriate level of security clearance in accordance with best industry practice and any applicable Laws. 
The Supplier is required to perform annual security audits on these procedures, conducted by a third-party auditor, to evaluate compliance with applicable standards and policies.
[bookmark: _Ref131186412]Data Protection
Introduction
The obligations and requirements set out in this clause 21 applies when the Supplier processes Personal Data under the Call-Off Contract and comes in addition to the Supplier's other obligations under the Call-Off Contract.
The Parties roles with regard to the processing, i.e., whether they act as data controller and/or data processor under the General Data protection Regulation (GDPR) (EU) 2016/679, is specified in Appendix 5.2.
Competence, training, and awareness
The Supplier shall ensure and document that authorised personnel, including any of its data processors or sub-processors, have the necessary competency and training within privacy and data protection in accordance with best industry practice, and applicable Laws.
The Supplier shall build and maintain a culture to ensure that all relevant personnel receive appropriate awareness training to understand their responsibilities for data protection and information security.
The Supplier shall on regularly basis evaluate the competency and training of their personnel, including an assessment of the actions and measures implemented. 
Data processing agreement
If the Supplier processes Personal Data on behalf of the Customer as a data processor, the Customer and the Supplier are obliged to enter into a Data Processing Agreement in accordance with the GDPR Art. 28 and any sector-specific data protection legislation that is relevant to the Customer's activities. A full and final Data Processing Agreement shall be signed and binding by the Customer and the Supplier prior to processing of Personal Data.
As a default, the Supplier agrees to enter into the EU Standard Contractual Clauses (EU DPA) between controllers and processors under GDPR Art. 28. A template data processing agreement to be used by the Parties is attached to Attachment 4.2.1 (Template EU DPA). The Parties may, as an alternative, enter into the Supplier's standard data processing agreement if the Customer agrees provided that it fulfils the requirements of GDPR art. 28 and is not in conflict with any provisions of this clause 21 or Call-off Contract 
If the Customer has specific requirements as to how the Supplier shall process Personal Data, including additional technical and organisational measures, this shall be agreed in the Call-off Contract.
The Customer's instructions and the role of the Parties
If the Supplier processes Personal Data on behalf of the Customer as a data processor, the Supplier shall process Personal Data only on documented instructions from the Customer, unless required to do so by EU/EEA or Member State law to which the Supplier is subject. The Customer's instructions shall be specified in the Data Processing Agreement or Call-Off Contract. 
The Supplier shall not process Personal Data for any other purposes (including its own purposes) other than those set out in the Call-Off Contract, the Data Processing Agreement or subsequent documented instructions from the Customer. The Supplier shall not process Personal Data to a greater extent than necessary to fulfil the aforementioned purposes. The Supplier may not determine what kind of processing they are authorised to do.
The Supplier shall only process and store Personal Data about the Customer's administrators and end-users, including the Customer's use of the Services, when and to the extent such processing is necessary to perform the Supplier’s obligations under the Framework Agreement and the Call-Off Contract. The Supplier shall upon request from the Customer document how only required Personal Data about such users is registered, stored and processed.
 If the Supplier determines the purposes and means for certain processing activities related to the delivery of the Services under the Agreement, the Supplier will be regarded as a data controller for those processing activities. In such cases, the Supplier shall identify the relevant processing activities and specify the legal basis for each processing activity. 
Personal Data controls and measures
The Supplier shall implement and maintain a management system and/or an internal control system for the processing of Personal Data in accordance with applicable Law(s) and industry best practice, e.g. by adherence to approved codes of conduct or approved certification mechanisms as referred to in GDPR Arts. 40 and 42. The internal control system shall be reviewed and updated regularly.
The Supplier shall have a data protection officer when required according to GDPR art. 37.
The Supplier shall upon request document the following: 
aa) how data protection is organised, managed and controlled in its business and supply chain, including clearly defined roles and responsibilities;
ab) how Personal Data is processed in the Services, including the systems used, data flows and any processors or sub-processors processing, including what and why they process Personal Data; and
ac) the roles and responsibilities under applicable data protection legislation, including between the Customer, the Supplier and, where applicable, the Suppliers’ sub-processors. 
Collaboration regarding Personal Data
The Supplier shall collaborate with the Customer to ensure the protection and compliance of processing of Personal Data. 
The Supplier shall notify the Customer immediately if it considers that any of the Customer’s documented instructions infringe applicable data protection legislation.
The Supplier shall provide all reasonable assistance to the Customer to enable the Customer to comply with applicable data protection legislation. This includes, but is not limited to upon request:
ad) provide the Customer with an assessment of the necessity and proportionality of the processing operations in relation to the Services;
ae) assist the Customer with an assessment of the risks to the rights and freedoms of Data Subjects, including, but not limited to Transfer Impact Assessment (TIA) and/or Date Protection Impact Assessment (DPIA) where applicable; and
af) provide the Customer with information on measures envisaged to address the risks, including safeguards, security measures, and mechanisms to ensure the protection of Personal Data.
The Supplier shall notify the Customer without undue delaywhere:
ag) the Supplier becomes aware of an incident leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Customer’s Personal Data transmitted, stored or otherwise processed;
ah) receiving any communication from the Norwegian Data Protection Authority (in Norwegian: “Datatilsynet”) or any other regulatory authority in connection with Personal Data processed under this Call-Off Contract.
The Supplier shall notify the Customer as soon as possible if it receives:
ai) a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the GDPR chapter III (e.g. a access request or to rectify, block or erase any Personal Data;
aj) a request from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by law; or
ak) any other request, complaint or communication relating to either Party’s obligations under the Data Protection Legislation.
Description of processing activities by Supplier and its data processors and/or sub-processors
The Supplier shall upon request provide or make available to the Customer a detailed description of the processing activities carried out by the Supplier and any of its data processors or sub-processors, and the purpose of the processing. This description shall include at a minimum:
al) the specific processing activities in which the Supplier and data processor or sub-processor will be involved, including which Service(s) that contain Personal Data the data processor or sub-processor will have access to; 
am) the circumstances under which the data processor or sub-processor will have access to Personal Data for each of the processing activities, including whether access is continuous or only granted periodically or upon the Supplier's instructions; and
an) the categories of Personal Data that is processed by the Supplier and data processor or sub-processor for each of the processing activities	.
Data protection by design and default 
The Supplier shall provide the Services in accordance with data protection by design and by default principles throughout the lifecycle of the service, in accordance with GDPR Art. 25. 
Data Subject’s rights 
The Supplier shall have solutions that enables the Customer to, in an efficient manner, fulfil the natural persons’ rights according to GDPR, including rights to access, to be informed, to rectification, erasure, and data portability.
Authorisation to engage sub-processors
If the Supplier acts as data processor, the Supplier's general or specific authorisation to engage sub-processors shall be specified in the Data Processing Agreement. A general authorisation in the Data Processing Agreement only applies to sub-processors in the EEA. The Supplier shall not engage sub-processors outside the EEA without the Customer's prior specific authorisation unless otherwise is specifically and explicitly agreed in the Call-off Contract. 
The Supplier shall upon request document the controls, processes, and frameworks, including risk assessments used to assess, approve, evaluate and follow up sub-processors from a data protection perspective. 
The Supplier shall upon request document data protection compliance of sub-processors.
New sub-processors
If the Supplier, when acting as data processor, has a general authorisation from the Customer for the engagement of sub-processors, the Supplier shall notify the Customer in writing of any new sub-processors minimum [fill inn] prior to the engagement of such sub-processor.
The Customer shall have the right to object to the engagement of new sub-processors in accordance with the Data Processing Agreement, EU SCC and GDPR art. 28. If the Customer does not object within [fill inn], the sub-processor is deemed approved. If the Customer objects to the engagement of a new sub-processor, the following procedure shall be followed: 
a) The Supplier shall provide a written explanation as to why the processing of Personal Data by the sub-processor is in accordance with applicable laws, and how the use of the sub-processor will ensure compliance with applicable obligations under the Agreement and applicable legislation. In addition, the Supplier shall address any objections raised by the Customer regarding the engagement of the sub-processor; 
b) If the Customer still objects to the engagement of the new sub-processor, the Supplier shall use its best efforts to provide the Services without engaging the objected sub-processor, while ensuring that an equivalent level of information security is maintained; 
c) If the Supplier cannot provide the Services without engaging the objected sub-processor, then Customer shall have the right to terminate the Contract, or relevant Services under the Agreement, with immediate effect without any liability.
Engagement of sub-processors
If the Supplier, when acting as a data processor, engages a sub-processor for carrying out specific processing activities on behalf of the Customer, it shall do so by way of contract which imposes in substance the same data protections obligations as the ones imposed on the Supplier under the Data Processing Agreement. 
At the Customer’s request, the Supplier shall provide a copy of such sub-processor agreement and any subsequent amendments to the Customer. To the extent necessary to protect business secret or other confidential information, including Personal Data, the Supplier may redact the text of the agreement prior to sharing the copy

The Supplier shall remain fully responsible to the Customer for the performance of the sub-processor’s obligations in accordance with its contract with the sub-processor. The Supplier shall notify the Customer of any failure by the sub-processor to fulfil its contractual obligations.
[bookmark: _Ref199488466]Locations and transfer of data
Personal Data shall not be transferred outside EU/EEA unless explicitly agreed with the Customer in the Call-Off Contract, the Data Processing Agreement, if relevant, and in accordance with the procedures set out in this clause. 
Any transfer of Personal Data to countries outside the EU/EEA ("Third Country") shall be in accordance with GDPR chapter V (Transfers of personal data to third countries or international organisation), prior to such transfer. Transfer includes, but is not limited to:
a) processing of Personal Data in data centres, etc. located in a Third Country,); 
b) processing of Personal Data by another data processor or sub-processor in a Third Country (e,g, by remote access to Personal Data stored in EU/EEA); or 
c) disclosing Personal Data to a data controller or data processor (including international organisations) in a Third Country.
Description of transfers to Third Countries
The Supplier shall on the Customer’s request describe any transfers of Personal Data out of the EU/EEA that will be necessary for the performance of the Call-off Contract. The description shall at least include:
a) A description of all transfers made by the Supplier, including the Supplier's processors or sub-processors 
b) The legal basis for transfer in accordance with GDPR chapter V. If the transfer is based on EU Standard Contractual Clauses for transfers to Third Countries (EU SCC), specify the data exporter and the data importer, the relevant EU SCC module, and provide information on any onward transfers  
c) Full formal business name, address and organisation number of all data importers outside the EU/EEA
d) Whether the Personal Data is transferred to and stored in the Third Country, or whether the transfer concerns remote access or other access to personal data stored in the EU/EEA
e) The purpose of the transfers
f) The categories of personal data being transferred
g) How often transfers will take place
Documented assessment of transfer based on EU SCC and BCR (transfer impact assessment)
If any transfer of Personal Data is based on EU SCC or Binding Corporate Rules (BCR), the Supplier shall on the Customer’s request provide a documented assessment of Third Country legislation and practices affecting the processing of Personal Data in the delivery, as well as the circumstances of the transfer, and additional measures (technical, organizational and contractual) taken by the Supplier, including its processors and sub-processors. The documented assessment shall at least contain what is required under Clause 14 (b) of the EU SCC, including documented experiences related to the disclosure of Personal Data to Third Country authorities.
Data Monitoring laws
The Supplier shall document and notify the Customer immediately if it has been reason to believe that the laws and practices in a Third Country applicable to the processing of the Personal Data, including any requirements to disclose Personal Data or measures authorising access by public authorities, prevent the Supplier, or its data processor or sub-processors, from fulfilling its obligations under the Call-off Contract.  
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